ABSTRACT. Since 9/11, the federal government's use of terrorist watchlists has constrained the liberty of thousands of American travelers and transportation workers. While watchlists make sense for security purposes, they have a pair of troubling side effects: Individuals may be listed by mistake, and once on a list it is not easy to get off. This Note argues that all people kept from working or traveling by government use of terrorist watchlists have a due process right to receive meaningful procedural protections, including notice of their status and a fair hearing. The Note then proposes model procedures that protect both constitutional liberties and national security.
INTRODUCTION
What does Democratic Senator Edward Kennedy of Massachusetts have in common with Republican Congressman Donald Young of Alaska? Watchlists maintained by the United States government have kept them both from flying. In the spring of 2004, airline agents tried to block Senator Kennedy from boarding airplanes on five occasions because his name appeared on a federal terrorist watchlist.' In September 2004, Young faced similar frustrations when he attempted to catch an Alaska Airlines flight. ' These members of Congress are not alone. Since 9/11, the U.S. government has placed thousands of American travelers on the No Fly List 3 as part of a massive security initiative that affects all of the nearly seven hundred million passengers who fly within the United States annually. 4 The government performs watchlist-based security threat assessments on each of these airline passengers, as well as millions of other individuals employed in the transportation industry, by checking each passenger's or employee's name against one or more terrorist watchlists.' These measures make sense for security purposes, but have a pair of troubling side effects: People may be listed by mistake, and once on a list it is not easy to get off. It took Senator Kennedy several phone calls to high level officials in the Department of Homeland Security (DHS). As Kennedy said at a Judiciary Committee hearing: If the DHS has "that kind of difficulty with a member of Congress, how in the world are average Americans, who are getting caught up in this thing, how are they going to be treated fairly and not have their rights abused?" 6 In December of 2004, in response to a recommendation of the 9/11
Commission, Congress included in the Intelligence Reform and Terrorism Prevention Act (IRTPA) of 2004 a brief clause requiring that the Transportation Security Administration (TSA), the division of DHS responsible for the transportation sector, "establish a procedure to enable airline passengers, who are delayed or prohibited from boarding a flight" because the watchlist showed they might pose a security threat to "appeal such determination and correct information contained in the system." 7 The Act, however, did not give specific guidance to the agency or require a formal hearing, nor did it cover transportation-sector employees affected by watchlists.
The agency has yet to act. The government has objected that granting watchlisted individuals the core elements of due process-notice and a fair hearing-would threaten transportation security and require disclosure of classified information. But a fair process need not do so. Drawing on the Supreme Court's invitation to develop narrowly tailored procedures, and programs designed by Congress in other contexts, this Note proposes a balanced approach that would allow for pretravel clearance and a fair hearing for travelers and employees alike, without endangering homeland security. 8 Specially Designated Nationals & Blocked Persons, http://www.treas.gov/offices/ enforcement/ofac/sdn (last visited Apr. 11, 2006 No Transport List for cruise ship travelers only requires a process for misidentified persons, not persons incorrectly placed on this list. Id. 5 4071(c)(2). S. While my proposals could apply to all watchlist-based security programs, I focus on the transportation sector because transportation watchlists affect the fundamental liberties of large numbers of people already inside the United States, including citizens and lawful permanent residents.
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The Note proceeds in three Parts. Part I briefly describes the value of terrorist watchlists and how they are created. Part II argues that travelers and transportation employees adversely affected by watchlists are entitled to due process because of their constitutional liberty interests in travel, employment, and avoiding the stigma of being identified as a potential terrorist. Part III proposes and describes specially tailored notice and hearing mechanisms for individuals on watchlists. The Conclusion considers the proper role for Congress and the courts in implementing these proposals.
I. WATCHLIST-BASED SECURITY

A. The Value of Watchlists
Today's transportation watchlist system, had it been in place at the time, might have prevented the 9/11 attacks. 9 Watchlists not only provide an effective layer of security, but are also relatively cheap, efficient, and noninvasive. The expense of running names through a computer database pales in comparison to the cost of hiring extra law enforcement officers or checkpoint screeners. And for most people the delay, inconvenience, and privacy invasion of submitting to a watchlist check is far smaller than that imposed by other security methods, such as the full-body pat-downs in vogue at some airports, 10 or the behavioral profiling used in select airports and other mass transit systems."
Watchlists are becoming more effective as technological and policy innovations make the lists more difficult to evade. New programs like the Transportation Worker Identification Credential (TWIC) (for employees), US-VISIT (for people entering the country), and Registered Traveler (for frequent fliers) all use fingerprints or iris scans to confirm identities, making 9. As the 9/11 Commission reported, " [o] n 9/11, the 19 hijackers were screened by a computerassisted screening system called CAPPS. More than half were identified for further inspection." NAT'L COMM. ON TERRORIST ATTACKS UPON THE U.S., THE 9/11 COMMISSION REPORT 392 (2004) [hereinafter 9/11 COMMISSION REPORT]. The watchlist failed in that case because the follow-up was limited to searching luggage, not more extensive precautions. Id. Under the current regulations, the individuals would have been selected for extra searches at a minimum, and perhaps kept off the airplanes., this form of security more effective and less susceptible to fraud. 2 New TSA regulations require commercial drivers holding hazardous materials endorsements (HMEs) to give fingerprints. 3 And Congress has passed legislation standardizing requirements for state driver's licenses.' 4 These technological and policy developments-which make the link between people and names more accurate -make the use of watchlists more effective.
B. The Expansion of Watchlists
As watchlists have become more effective, they have expanded dramatically in size and scope. Although an early version of the No Fly List dates back to the 198os, it contained only sixteen names on September 11, 2001 . Since then, the number of names has grown exponentially: Leaks from agency officials and newspaper reports have put the number as high as 325,ooo names.' 5 The No Fly List has also been transformed into a broad No Transport List: An addendum to the 9/11 Commission Report urged the government to check 1a. Under the Registered Traveler program, TSA collects personal information from applicants -including names, addresses, and phone numbers-along with biometric data such as fingerprints or iris scans. TSA then assesses whether the traveler poses a threat, a process that includes checking "intelligence data sources" and watchlists. Approved registered travelers go through an expedited security screening process during which they provide a Registered Traveler Smart Card with the biometric information for identity confirmation. 2004 , at A14 ("The helicopter tour operators will also be required to provide the names of passengers to the federal government to run against federal 'no fly' lists of terrorist suspects and to provide names and data on their owrd employees for federal background checks.").
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See USA PATRIOT Act, 49 U.S.C. § 51o3 a (Supp. I 2001). The regulation implementing this statute states that "before determining that an individual [who holds or applies for an HME] does not pose a security threat warranting denial of an authorization," the agency must check international databases, TSA watchlists, and "other databases relevant to checks may eventually expand to include all transportation workers at seaports, airports, and rail, pipeline, trucking, and mass transit facilities.
C. How the Lists Work
The government does not comment on how it decides whether to put an individual on a watchlist, and lawsuits to compel disclosure of this information have failed. 2 " Yet some basic information is publicly available. The public record suggests that the federal watchlists are largely compiled from classified evidence collected by confidential sources. 4 Although the No Fly List is maintained by TSA, it is based on information from other government agencies, 2 " in particular the FBI's Terrorist Screening Center (TSC). TSA has begun to implement this statutory requirement through its TWIC program. The statute provides that the government can only issue these cards to employees after making a determination that they do not pose a "terrorism security risk." Id. S 70105(c) 's Fees and Costs and Order, Gordon v. FBI, No. C-o3-1779 CRB (N.D. Cal. Jan. 24, 2006) . In another case, a private plaintiff alleged that airport security was governed by "secret laws," but his constitutional challenges were rejected in part on the merits and in part for lack of standing. See Gilmore v. The secrecy of the administration of the watchlists-important for security purposes -leaves many questions unanswered. How many people are on the No Fly List (and not allowed to fly at all) as compared to the Selectee List (and subject only to additional screening)? How many persons on watchlists are American citizens or lawful permanent residents? How many people are watchlisted by mistake or because their names are similar to those of suspected terrorists?" The answers to these questions affect how much process is constitutionally due to watchlisted individuals. 36 
D. The Current Process
While employees adversely affected by government use of watchlists currently receive some process, travelers are granted none at all. The government gives transportation-sector workers predeprivation notice of government actions based on security threat assessments, but the government has little choice in the matter: Employees need to be told not to come to work.1 7 Under the current regulations, some transportation employees 39 and noncitizen pilots, receive only the opportunity to offer a written challenge through an ex parte exchange of documents. Even those given an opportunity to challenge their status are not informed of the basis for their being on the lists in the first place. 40 In contrast to employees, the government need not practically-and therefore does not -tell travelers in advance that they have been placed on the No Fly List. Sometimes, passengers are informed that they are on a security list when they arrive at an airport. 41 Other times, passengers are detained at the ticket counter but not told why. For example, Senator Kennedy recalled an airline agent saying to him: "We can't give [the ticket] to you, you can't buy a ticket." After Kennedy asked why not, the agent responded simply, "We can't tell you.
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Once informed of their status, watchlisted travelers have no opportunity for a hearing. TSA provides a clearance process -in the form of a paper identity verification form-only if a person is watchlisted because he has a name similar to that of a suspected terrorist. Once the individual gets the form from the agency, he can then display it at airports to be permitted to fly. The Agency's 38. 5 U.S.C. § 555 (2000). 39. The HME regulation provides the individual with an opportunity for a written appeal only, with no access to the secret evidence used and no ability to appear in person or call or crossexamine witnesses. 49 C.F.R. procedures specifically provide that the process "will not remove a name" from the watchlist, but only "distinguish[] passengers" with similar names from persons who are in fact on the list. 43 TSA has stated that the Secure Flight program "will help eliminate most of the false alerts caused by the current outdated system" and will "include a redress mechanism through which people can resolve questions if they believe they have been unfairly or incorrectly selected for additional screening."' TSA has not announced, however, what form that mechanism will take.
II. PRIVATE INTERESTS PROTECTED BY THE DUE PROCESS CLAUSE
The use of government watchlists for transportation security deprives individuals of liberty and property interests protected by the Constitution's Due Process Clause. The Supreme Court has refused to define precisely what counts as "liberty" or "property" under the Constitution, noting only that these concepts are broad and expansive. 4 ' Nonetheless, the Court has identified a number of specific interests protected by the Due Process Clause, 46 three of which are directly affected by watchlist programs: the liberty to travel; the liberty to pursue an occupation and the property right in a government-issued license or certificate; and the liberty to maintaining one's reputation in the community. Without doubt, it denotes not merely freedom from bodily restraint but also the right of the individual to contract, to engage in any of the common occupations of life, to acquire useful knowledge, to marry, establish a home and bring up children, to worship God according to the dictates of his own conscience, and generally to enjoy those privileges long recognized... as essential to the orderly pursuit of happiness by free men. In a Constitution for a free people, there can be no doubt that the meaning of liberty must be broad indeed.
Id. at 571-72 (internal quotation marks omitted).
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While the Due Process Clause of the Fourteenth Amendment applies to "persons," and not just citizens, Congress and the courts have authorized and upheld different standards of process for citizens and noncitizens. See Mathews v. Diaz, 426 U.S. 67, 77-8o (1976) ; see also United States v. Verdugo-Urquidez, 494 U.S. 259, 273 (1990). As such, the remainder of this Note focuses on U.S. citizens. While as a matter of fairness and policy I believe that Congress should grant the liberties and protections I propose to noncitizens -or at least to lawful permanent residents -I do not argue that it is constitutionally required to do so.
A. Liberty To Travel
The Constitution has long protected the right of individuals to travel between states. As a nineteenth-century Supreme Court case explained: "We are all citizens of the United States, and as members of the same community must have the right to pass and repass through every part of it without interruption, as freely as in our own States." 47 Although the Articles of Confederation provided that "the people of each state shall have free ingress and regress to and from any other state, ' no single clause of the Constitution explicitly guarantees the right to interstate travel. The Court has suggested that "a right so elementary was conceived from the beginning to be a necessary concomitant of the stronger Union the Constitution created" 49 and has located the fundamental right to travel in textual provisions including the Privileges and Immunities Clause of Article IV, the Commerce Clause, and extratextual concepts like the "federal structure of government adopted by our Constitution."" 0
As the Court has explained, the constitutional right to travel includes the right "to use the highways and other instrumentalities of interstate commerce in doing so,""' and to be "uninhibited by statutes, rules, or regulations which unreasonably burden or restrict this movement. Whatever the precise dimensions of the fundamental right to travel, the liberty protected by the Due Process Clause includes the ability to travel by airplane. Restriction on movement is the very definition of a deprivation of liberty. As the Court has stated, "The right to travel is a part of the 'liberty' of which the citizen cannot be deprived without due process of law." 6 By analogy, even though there may not be a fundamental right to drive, a state cannot revoke a driver's license without due process . 7 Another analogy can be made to the Court's precedents on restrictions on international travel. Although the Court has explicitly distinguished the fundamental right to interstate travel from the liberty to travel abroad that is protected only by the in these cases the court considered whether a state could "place a direct and tangible obstacle in the path of interstate migration"). Imaged with the Permission of Yale Law Journal "1 i Due Process Clause, ss it has held that this liberty can only be restricted without process if it is an across-the-board ban, not one that targets specific individuals. s9 To restrict the freedom to fly on a case-by-case basis, the government must provide due process.
B. Employment as Liberty and Property
Just as travelers enjoy a constitutionally protected liberty to travel without undue government restriction, transportation-sector employees have a constitutional liberty to pursue the occupation of their choice. Courts have long characterized the ability to pursue a trade or profession as part of the liberty protected by the Due Process Clause. 6° In different cases, the Supreme Court has given lawyers, teachers, and members of other professions due process protection to "'engage in any of the common occupations of life.
' ' 6 , Many transportation-sector employees covered by watchlists should find their liberty to pursue common occupations similarly protected. Although some-for example, waiters at restaurants inside the secured areas of airports -would be able to find similar employment elsewhere if denied the ability to continue employment at their present jobs, many others -including pilots, commercial truck drivers, or others who have specific skills -would have a valid claim that losing their employment as a result of a watchlist prohibits them from pursuing their occupation of choice and entitles them to due process. Courts also consider government-issued licenses to be property interests protected by the Due Process Clause. In the air travel context, courts have specifically held that an employee has a property interest in an FAA-issued pilot's certificate. 6 2 So too with driver's licenses. 6 3 The denial of an HME for a commercial driver's license-the possession of which subjects the holder to watchlist-based security measures -may not affect one's ability to earn a living to the same extent that denial of the license itself would. However, without an HME, individuals are often unable to gain or maintain employment with trucking companies and thus lose the ability to practice the occupation of their choice. 6 4 Under the Court's due process precedents, persons who stand to have a government-issued license or certificate revoked or denied based on a threat assessment are entitled to procedural due process to challenge the threatened revocation or denial.
C. Stigma, or Reputation in the Community
Courts have held that a person must receive due process before the government takes an action that damages his standing in the community or places a stigma on him. 64. Due to the structure of the commercial trucking industry, employers often require all drivers to hold an HME so that they may drive any truck in the fleet.
notice to all retail liquor outlets stating that certain listed persons were not to be sold liquor due to their previous "excessive drinking. '' 6 ' The Court held that a person was entitled to due process before being placed on such a list:
Where a person's good name, reputation, honor, or integrity is at stake because of what the government is doing to him, notice and an opportunity to be heard are essential. "Posting" under the Wisconsin Act may to some be merely the mark of illness, to others it is a stigma, an official branding of a person. The label is a degrading one. Under the Wisconsin Act, a resident of Hartford is given no process at all.... Only when the whole proceedings leading to the pinning of an unsavory label on a person are aired can oppressive results be prevented. 6 6
Even though the government does not actively broadcast the No Fly List to the larger community, the liberty interest identified in Constantineau is still implicated. First, according to the complaint in a lawsuit against TSA, passengers "are sometimes informed, in full view of others waiting in line, that their names are on a federal security list. This results in significant embarrassment and humiliation to the passenger, as fellow passengers and the traveling public subsequently regard the innocent passenger with suspicion or fear." 67 The stigma attached to an individual who is thought of as a potential terrorist is, needless to say, extremely high. Second, the No Fly List satisfies the The loss of liberty produced by an involuntary commitment is more than a loss of freedom from confinement. It is indisputable that commitment to a mental hospital "can engender adverse social consequences to the individual" and that limitation added by Paul v. Davis that the government imposition of a stigma be accompanied by some other government action to trigger due process protection. 68 In Constantineau, this consisted of the legal inhibition against buying alcohol; 6 , for persons affected by security watchlists, the inability to fly constitutes the additional government action; and for transportation employees, it is the dismissal from employment.
III. PROTECTING SECURITY AND LIBERTY: A MODEL PROCESS
The preceding Part has argued that individuals prevented from flying or deprived of transportation-sector careers because they have been placed on a security watchlist have a constitutional right to due process to challenge these government actions. This Part proposes a model process-guided by the Court's jurisprudence and procedures that Congress has created in analogous national security situations -that would effectively protect both the individual and government interests at stake. Commentators and courts generally consider due process to have two main elements: adequate notice and a meaningful opportunity to be heard. This Part considers them in turn. In Section A, I suggest allowing individuals to get advance, in-person notice at airports of whether they are on a watchlist. In Section B, I propose a "compensatory counsel" program that would allow individuals a fair hearing and reduce the risk of erroneous deprivation of liberty, while still respecting the government's interest in protecting classified evidence.
The Supreme Court has invited, indeed required, this sort of tailoring. The Court has repeatedly insisted that the requirements of due process are flexible and must be tailored to particular circumstances. hearing, 71 which it has recently reaffirmed and applied in the terrorism context. 7 2 The three considerations to be balanced are,
[f]irst, the private interest that will be affected by the official action; second, the risk of an erroneous deprivation of such interest through the procedures used, and the probable value, if any, of additional or substitute procedural safeguards; and finally, the government's interest, including the function involved and the fiscal and administrative burdens that the additional or substitute procedural requirement would entail.
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The first two Parts of this Note, on the government's security interest in using watchlists, and the private interests affected by them, correspond to the third and first prongs of the Mathews test respectively. This Part will focus on the second prong: the risk of erroneous deprivation of these private interests and the value of other procedural safeguards. But it is not so simple. The process I propose implicates additional interests at the notice and hearing levels for private individuals and the government, beyond the security effectiveness of the watchlists generally and the deprivation of the individual's liberty and property. I discuss these in the following Sections.
A. Advance Airport Notice
Due process generally requires that a person be given notice of an impending government deprivation of his liberty or property. 74 As the Supreme Court has stated, "[a]n elementary and fundamental requirement of due process in any proceeding which is to be accorded finality is notice reasonably calculated, under all the circumstances, to apprise interested parties of the pendency of the action." 7 " Only by receiving such notice-usually in 71. 424 U.S. 319 (1976).
72.
Hamdi v. Rumsfeld, 542 U.S. 507 (2004) .
Mathews, 424 U.S. at 335.
74. This Section applies only to travelers. Transportation-sector employees who are deprived of their jobs because their names are on a watchlist are currently given written notice of their status. See supra notes 37-38 and accompanying text. The following Section, proposing a hearing procedure, applies to both travelers and employees. writing -does an individual who has been watchlisted have the opportunity to prevent the mistaken deprivation of his liberty interests. But there's a catch. The government argues that advance notice would allow terrorists to evade detection. Under the current system, a law enforcement officer is alerted when individuals on the No Fly List arrive at the ticket counter for their flight. 76 The government presumes that watchlisted individuals pose security threats, and it does not want them to avoid encounters with law enforcement by granting them advance notice of their status. If given advance notice in writing, individuals on the No Fly List could fly under fictitious identities to avoid questioning and evade capture.
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To escape this quagmire, I propose that the government create a system by which an individual could go in person to any airport at any time during normal business hours to inquire whether he is on the No Fly List. Three possible fates would greet him.
(1) In all likelihood, he would be cleared and would have the peace of mind of knowing that he would not be held up on his next trip to the airport.7 8 (2) If the individual were on the list, law enforcement officers could perform a Terry stop and question the individual. 7 9 If there were probable cause to do so, officials could then arrest and detain the individual. Once detained, the individual would be entitled to the due process protections provided to any arrestee"s (3) If the traveler were told that he was on the list, but not detained, he would be able to challenge his status. While the government would not necessarily be required to provide a hearing before the individual's next flight,"' the individual should receive speedy process. 535, 542 (1971) ), or in "extraordinary situations where some Imaged with the Permission of Yale Law Journal government, for example, could guarantee a resolution of the matter in advance of a person's next scheduled flight for those persons who used the notice procedure sufficiently in advance of that flight. While it might not entirely eliminate the possibility of an individual being unfairly prevented from traveling, the advance notice mechanism would substantially reduce the likelihood of unfair deprivation.
In other national security cases, federal courts have allowed the government to withhold advance notice of deprivations, either altogether or by obtaining prior judicial approval. For example, courts have upheld a procedure of the Treasury Department's Office of Foreign Asset Control (OFAC) by which financial assets of potential terrorists are blocked or seized without prior notice. 8 In another context, the D.C. Circuit has authorized the State Department to postpone notice of placement of organizations on a list of foreign terrorist groups if the government receives prior judicial approval. While holding that the Secretary of State "must afford to the entities under consideration notice that the designation is impending," the circuit court added that " [u] pon an adequate showing to the court, the Secretary may provide this valid governmental interest is at stake that justifies postponing the hearing," Boddie v. (1997), which upheld a post-deprivation process for driver's license revocations because of "the important public interest in safety on the roads and highways, and in the prompt removal of a safety hazard."
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Courts have found that the Constitution requires speedy process in various contexts. In a case about a license suspension, the Court held that the respondent needed to "be assured a prompt postsuspension hearing, one that would proceed and be concluded without appreciable delay" because the consequences of a brief suspension could be dramatic. (1965) (holding that the opportunity to be heard "must be granted at a meaningful time"). In the criminal context, the Speedy Trial Act requires that a defendant be brought to trial within seventy days of either the defendant's first appearance before a judicial officer or the filing of the indictment, whichever is later. 18 U.S.C. § 3161(c) (1) (2000). ("[T] he Government must satisfy the following requirements: (i) the deprivation was necessary to secure an important governmental interest; (2) there has been a special need for very prompt action; and (3) the party initiating the deprivation was a government official responsible for determining, under the standards of a narrowly drawn statute, that it was necessary and justified in the particular instance." (citations omitted)). The district court found that the OFAC designation and blocking order satisfied all three of these requirements. Id. at 78. The OFAC appeals procedure is contained in 31 C. notice after the designation where earlier notification would impinge upon the security and other foreign policy goals of the United States.
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While these practices demonstrate that flexible approaches to notice are constitutionally appropriate, neither offers a perfect model for the transportation watchlists. Given the vast size of the watchlists, it would be impractical for the government to go through a preemptive judicial proceeding about whether notice should be given to each person on the No Fly List. Moreover, there are significant differences between these two situations and the No Fly List. First, these notice-postponing practices apply to foreign assets and organizations, not to American citizens and other persons inside the United States. Second, the seizure of assets can be fully compensated if later found to be wrongful. If an individual is held up at the airport and denied the freedom to travel, however, any ex post compensation will invariably be inadequate. Thus, both practically and legally, the OFAC and State Department notice models do not translate well to the No Fly context.
In contrast, the advance airport notice system not only works well in the transportation security context, it also satisfies the Mathews balancing test. First, it protects the individual's interest in not being detained from catching a flight at the last minute. Second, it reduces the risk of erroneous deprivation of an innocent individual's right to fly; under the existing system, nobody can be certain they will not be stopped on their next trip to the airport. Third, the system would place only a modest administrative burden on the government. All airports currently have the capacity to identify and detain persons on the No Fly List, so this would not create additional costs or bureaucracies. And, the system might even enhance security by bringing potentially suspicious persons in for further investigation.
B. Compensatory Counsel
What type of hearing should be provided to travelers who are kept from flying, or transportation employees who are kept from working? In typical administrative adjudications -whether governed by statute (generally the Administrative Procedure Act) or by the constitutional requirements of the Due Process Clause -individuals receive an in-person, trial-type hearing before a neutral decisionmaker during which they may challenge the government's 85. Some might argue that terrorists could find out that they are not on the list and thus would have access to transportation infrastructure. However, if the terrorist is not on the watchlist, then the watchlist system would not work in the first place.
evidence and cross-examine its witnesses. This trial-type adversarial process gives the individual the greatest chance to make his case. In the context of transportation watchlists, there's once again a hitch. The watchlists are overwhelmingly based on secret information gathered by confidential sources, 8 6 and the government is understandably hesitant to disclose this information to people it considers to be potential terrorists. Yet without knowledge of why they have been placed on a watchlist, individuals will not be able to present a meaningful challenge.
I propose a way around this Catch-22. In exchange for using secret evidence to which the individual will not have access, the government should provide individuals with the next best thing to the information itself: a governmentcompensated attorney who holds a security clearance and may view and challenge classified evidence on behalf of his client. These "compensatory counsels" would undergo the necessary background checks, and receive toplevel security clearances from the government. As in other administrative proceedings, the client could also retain his own attorney, although the private attorney would not have access to classified or sensitive information. The compensatory counsel would be able to consult with his client and review government evidence in advance of the hearing itself. The counsel would then assist the individual in presenting his case at the hearing. The portion of the hearing dealing with any classified or sensitive security information would be conducted before an administrative law judge (ALJ) in camera in a secure location. In that closed portion of the hearing, the compensatory counsel could raise challenges to the secret government evidence and cross-examine any witnesses relevant to the government's case. These compensatory counsels would be bound on the one hand by professional rules of responsibility to vigorously represent their clients, and on the other hand by the legal requirements of holding a security clearance to keep confidential the information to which they are given access.
The Court has explicitly applied the Mathews test to determining whether individuals have a right to counsel in administrative hearings. In Lassiter v. Department of Social Services, the Court held that "as a litigant's interest in personal liberty diminishes, so does his right to appointed counsel." 8 For
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. See supra notes 24-27 and accompanying text.
87. 452 U.S. 18, 26 (1981) ; id. at 31 ("The dispositive question, which must now be addressed, is whether the three Eldridge factors, when weighed against the presumption that there is no right to appointed counsel in the absence of at least a potential deprivation of physical liberty, suffice to rebut that presumption and thus to lead to the conclusion that the Due Process Clause requires the appointment of counsel when a State seeks to terminate an indigent's parental status.").
watchlist-based security threat assessments, the liberty and property interests may not be as weighty as they would be in criminal cases" 8 or when the government seeks to commit an individual to a mental hospital. 8 In those cases, the Court has found that due process guarantees access to counsel. Yet even if the deprivation of liberty is not as serious in the watchlist cases as in these confinement cases, the use of secret evidence mandates the compensatory counsel system to reduce the "risk of erroneous deprivation."
The remainder of this Section applies the three prongs of the Mathews test on a micro-scale to the hearing process itself, while drawing analogies to legislatively and judicially designed procedures used in related cases. First, it shows that the compensatory counsel system substantially protects the government interest in safeguarding information. Then, it considers the private interest in knowing the evidence that has resulted in an individual being placed on the watchlist. Finally, it argues that granting the individual a government-employed attorney with access to classified information strikes an effective balance that would significantly reduce the risk of erroneous deprivation of liberty and property. In sum, the solution satisfies both the spirit and the letter of the Mathews test.
The Government Interest in Protecting Information
In addition to its overwhelming interest in protecting transportation infrastructure and other passengers from terrorist attacks, the government has a strong interest in protecting classified information and the confidential sources used to gather counterterrorism intelligence. The government is not legally authorized to share classified information with individuals lacking security clearances; criminal and civil penalties protect against such disclosure, 9 " as do TSA's regulations. 9 1 Revealing secret evidence during a watchlist hearing could, at best, make intelligence collecting methods and personnel less effective by allowing terrorists to evade them; at worst, it could 88. Gideon v. Wainwright, 372 U.S. 335 (1963) (holding that government must provide free counsel to indigent criminal defendants). reveal gaps in the government's ability to collect information and put intelligence personnel at risk.
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The government's significant security interest does not end the Mathews balancing test, but it does provide a justification for novel departures from standard procedures. The Court's opinion in Department of the Navy v. Egan reflects the deference the Court has given to the government's desire to protect security-related information in administrative hearings. In that case, the Court considered what process is due when government employees' security clearances are denied or revoked. The Court gave agencies broad discretion to make security clearance decisions for their employees. 93 As the Court explained:
Certainly, it is not reasonably possible for an outside nonexpert body to review the substance of such a judgment and to decide whether the agency should have been able to make the necessary affirmative prediction with confidence. Nor can such a body determine what constitutes an acceptable margin of error in assessing the potential risk.
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Following this ruling, agencies have devised specially tailored hearing processes for reviewing adverse decisions on employees' security clearances, decisions which are at times based on classified information that the affected employee is not allowed to view-a situation similar to watchlisted travelers and employees. The Defense Department's Office of Hearings and Appeals, for example, administers hearings in government security clearance cases for contractor personnel working for the Department of Defense and twenty other departments and agencies. 9 " This process provides an in-person hearing during which the individual is given "as comprehensive and detailed a summary of the 92. Finally, the government has a third relatively simple interest: the administrative cost of the hearing process itself. The actual administrative cost of these hearings-which would include the salary and overhead of the compensatory counsels, as well as the cost of conducting the hearings themselves -is difficult to estimate, because the government does not reveal the exact number of persons affected by terrorist watchlists. Forcing the government to pay the cost of these attorneys could create incentives not to place persons on watchlists without sufficient justification, which could reduce the overall administrative cost of this type of security and help the counsels pay for themselves. information as the national security permits," but no access to the actual secret evidence. 6 To compensate for this evidentiary handicap, the hearing officer is directed to give "appropriate consideration to the fact that the applicant did not have an opportunity to confront such evidence" and the head of the agency or department must personally review the case when secret evidence is used. 97 Similarly, the Department of Energy's Office of Hearings and Appeals conducts hearings for individuals who wish to appeal security clearance denials and revocations. 98 As in the Defense Department, the hearing officer is instructed that "[a]ppropriate consideration shall be accorded to the fact that the individual did not have an opportunity to cross-examine" confidential witnesses. 99 As these procedures reveal, the government can tailor hearing practices to protect national security information.
Justice O'Connor's opinion for the Court in Hamdi v. Rumsfeld offers a recent example of the Supreme Court's flexible approach to hearing procedures in national security cases. There, the Court recommended special proceedings -"tailored to alleviate their uncommon potential to burden the Executive at a time of ongoing military conflict"' 0 0 -for Americans detained as enemy combatants. Following Mathews, the Court proposed specific alterations that would "sufficiently address the 'risk of an erroneous deprivation' of a detainee's liberty interest" without unduly burdening the government.' While the burden of proof in administrative proceedings is generally placed on the party that is the proponent of the order being adjudicated,"°2 the Hamdi Court proposed an alternative:
[T]he Constitution would not be offended by a presumption in favor of the government's evidence, so long as that presumption remained a rebuttable one and fair opportunity for rebuttal were provided. Thus, once the government puts forth credible evidence that the habeas petitioner meets the enemy-combatant criteria, the onus could shift to the petitioner to rebut that evidence with more persuasive evidence that he falls outside the criteria. A burden-shifting scheme of this sort would meet the goal of ensuring that the errant tourist, embedded journalist, 102. 5 U.S.C. S 55 6(d) (2000) ("Except as otherwise provided by statute, the proponent of a rule or order has the burden of proof.").
Imaged with the Permission of Yale Law Journal or local aid worker has a chance to prove military error while giving due regard to the Executive once it has put forth meaningfiul support for its conclusion that the detainee is in fact an enemy combatant." 0 3
Providing individuals adversely affected by government watchlists with compensatory counsel is precisely the kind of procedural accommodation of the government's national security interest endorsed by the Court in Egan and Hamdi. The compensatory counsel system would not burden the government's interest in protecting secret information. First, the government itself would select and hire these attorneys, evaluate them for the security clearances necessary to access the secret information, and train them on matters of information security. Second, these attorneys would be governed by the same laws concerning treatment and handling of classified and sensitive information as other officials. They would be subject to civil and criminal penalties -just like any other government employee or holder of a security clearance -for any violation of the laws pertaining to these types of information. Third, a wall would exist between the attorneys and their clients. The compensatory counsels would be prohibited from sharing any secret evidence with their clients, or even from giving information to their clients that might reveal the nature or source of the secret evidence. As a result, this system would allow the government to protect classified information and confidential sources.
The Private Interest in Access to Evidence
The compensatory counsel system would also give individuals a meaningful opportunity to be heard. A fair hearing requires that an individual know the evidence being used against him. For criminal defendants, this aspect of fundamental fairness is anchored in the Constitution's Sixth Amendment guarantee that the accused shall have the right "to be informed of the nature and cause of the accusation. the opportunity to be heard required by the Due Process Clause includes written notice of the charges against the individual as well as an explanation of the government's evidence."I The Court has not shied away from applying this requirement to evidence used in administrative proceedings related to national security. In Greene v. McElroy, for example, an employee of a defense contractor had his security clearance revoked based on secret testimony concerning his exwife's communist associations. In finding that the employee had been denied due process to challenge this revocation, the Court explained that American jurisprudence included certain "relatively immutable" principles, and that "[o]ne of these is that where governmental action seriously injures an individual, and the reasonableness of the action depends on fact findings, the evidence used to prove the Government's case must be disclosed to the individual so that he has an opportunity to show that it is untrue. ,io6 Just as the Court in Hamdi and Egan authorized deviations from usual procedures to protect government security interests, Congress has also innovated to secure due process in cases involving secret evidence and information. Congress has created a statutory framework for regulating the use of classified information in Article III criminal trials through the Classified Information Procedures Act (CIPA). showing" a court may authorize the government to "delete specified items of classified information from documents to be made available to the defendant through discovery" and may substitute "a summary of the information for such classified documents" or "a statement admitting relevant facts that the classified information would tend to prove. ' The government may further 105. 470 U.S. 532, 546 (1985) ("The essential requirements of due process, and all that respondents seek or the Court of Appeals required, are notice and an opportunity to respond. The opportunity to present reasons, either in person or in writing, why proposed action should not be taken is a fundamental due process requirement. The tenured public employee is entitled to oral or written notice of the charges against him, an explanation of the employer's evidence, and an opportunity to present his side of the story." (citation omitted)). "request the court to conduct a hearing to make all determinations concerning the use, relevance, or admissibility of classified information that would otherwise be made during the trial or pretrial proceeding."" 9 The court may, at this hearing, decide to disclose information, or may authorize the substitution of a summary, or of a statement admitting relevant facts, "if it finds that the statement or summary will provide the defendant with substantially the same ability to make his defense as would disclosure of the specific classified information."" 0 The government may submit an affidavit, to be considered in camera and ex parte, "certifying that disclosure of classified information would cause identifiable damage to the national security of the United States, and explaining the basis for the classification of such information. 111 Once the district court determines that an item of classified information is relevant and material, it must be admitted unless the government provides an adequate substitute. The statute proposes a harsh default penalty to the government for failing to disclose information -either dismissal of the indictment or exclusion of the evidence-while giving judges the opportunity to modify these sanctions when appropriate." 2 While CIPA itself does not apply to watchlisted individuals challenging their status in administrative hearings, the principles it stands for need not be limited to the letter of the statute. The Fourth Circuit, for example, has used these-provisions for guidance in the case of alleged terrorist Zacarias Moussaoui, even though CIPA does not apply direcdy to his case." 3 Moussaoui requested that persons being detained as enemy combatants, including 9/11 mastermind Ramzi Binalshibh, be allowed to testify as part of his defense. The government refused access to the enemy combatants, citing national security concerns. The Fourth Circuit used the statute as a model for resolving the iog. Id. S 6(a).
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112. Id. § 6(e)(2) ("Whenever a defendant is prevented ... from ... causing the disclosure of classified information, the court shall dismiss the indictment or information; except that, when the court determines that the interests of justice would not be served by dismissal of the indictment or information, the court shall order such other action, in lieu of dismissing the indictment or information, as the court determines is appropriate."). tensions between the national security interest and the individual's interest in obtaining evidence for trial. As the court stated, "Congress' judgment, expressed in CIPA, [is] that the Executive's interest in protecting classified information does not overcome a defendant's right to present his case."
Following a Supreme Court precedent that, if the evidence "is relevant and helpful to the defense of an accused, or is essential to a fair determination of a cause, the [government's] privilege [in classified information] must give way," ' s the Fourth Circuit looked to CIPA for guidance." 6 The panel explained that CIPA "enjoins district courts to seek a solution that neither disadvantages the defendant nor penalizes the government (and the public) for protecting classified information that may be vital to national security," because it gives judges discretion to impose a lesser sanction than dismissal of the indictment on the government if appropriate substitutions are available or are in "the interests of justice."" 7 In Moussaoui, the Fourth Circuit concluded that "appropriate substitutions [were] available" for the testimony of the enemy combatants, and so the indictment was not dismissed."' Even though the exact terms of CIPA did not apply, the court recognized that the congressional intent to create a fair trial included providing the individual with access to all information "relevant and helpful" to his defense. So too, individuals kept from working or traveling by the government should have access to the information they need to present a case.
Like CIPA, the compensatory counsel model would effectively protect the individual's interest in a fair hearing. The proposal assumes that the government-provided counsel would zealously advocate for his third-party client. There are several reasons to believe that he would do so. First, the job is likely to attract attorneys who believe in the cause of defending civil liberties. In this sense, the counsels might mirror the pool of public defenders -people who are paid by the government to argue against the government. Second, these compensatory counsels would have, as all lawyers do, a professional responsibility to zealously advocate on behalf of their clients. Third, strict civil service protections would guard the attorneys' independence. Like ALJs, they would be hired, regulated, and removed by the Office of Personnel Management, not by DHS. Finally, to the extent feasible, watchlisted individuals could select their counsel from among the pool available. 
An Effective Balance
The compensatory counsel hearing model would reduce the risk of erroneous deprivation of individuals' interests in freedom of travel and employment. If the government has placed an individual on a watchlist through a case of mistaken identity, the compensatory counsel can discover this error. If information used to place a person on the watchlist derives from illegal or unconstitutional sources-for example warrantless searches and seizures or unauthorized surveillance -the counsel can raise a statutory or constitutional challenge. The wall in place between the individual on the watchlist and his government attorney would not prevent effective representation of the individual's interests. The counsel could be particularly effective in challenging the government's documentary evidence and cross-examining the government's witnesses in the closed, in camera portion of the hearing. 9 The compensatory counsel system is particularly appropriate because it parallels a process with which Congress is already familiar: the Alien Terrorist Removal Court (ATRC). Congress created the ATRC to review the deportation of certain lawful permanent resident aliens in cases involving secret evidence. 2 ' Using the ATRC, the Attorney General may seek removal of an individual believed to be a terrorist' based on classified information." The ATRC is, like other administrative tribunals, a congressionally created Article I court, albeit one composed of Article III judges. Immigration cases are administrative proceedings, not criminal trials, so the parallel to persons on security watchlists is apt. Most appropriately, the ATRC was designed in the terrorism context to deal with the precise concern that hampers fair process for persons on security watchlists: the lack of access to classified information.
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Under the APA, parties are entitled to "conduct such cross-examination" of witnesses during oral hearings "as may be required for a full and true disclosure of the facts." 5 U.S.C. § 55 6(d) (2000) . Professor Tribe has explained that the due process right to a hearing "is generally found to embrace the right, to confront and cross-examine adverse witnesses." LAURENCE TRIBE, CONSTITUTIONAL LAW 736 (2d ed. izz. The ATRC's definition of "classified information" is borrowed from the CIPA, 8 U.S.C. §
1531(2) (2000).
The ATRC provisions require the Chief Justice of the United States to "publicly designate 5 district court judges from 5 of the United States judicial circuits who shall constitute a court that shall have jurisdiction to conduct all removal proceedings." ' The alien terrorist removal procedure also requires the establishment of a "panel of special attorneys" -similar to the compensatory counsels I have proposed-each of whom "has a security clearance which affords the attorney access to classified information"'" and "has agreed to represent permanent resident aliens with respect to classified information." ' 2 Lawful permanent resident aliens brought before the court have one of these special attorneys designated to assist them by "reviewing in camera the classified information" and "challenging through an in camera proceeding the veracity of the evidence contained in the classified information." ' 6 Special attorneys are prohibited from disclosing the information "to the alien or to any other attorney representing the alien" and those who do make such illegal disclosures are subject to fines and imprisonment.
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Providing individuals with an attorney who has access to the government's secret evidence -whether through the ATRC or the compensatory counsel model I propose -is a particularly appropriate means of satisfying the Mathews test because it is essentially a balancing mechanism. The general rule in American law is that parties bear their own attorneys' fees."' Without explicit statutory authorization, agencies have no authority to pay the attorney's fees or litigation costs for private parties." 9 Congress, however, may authorize by statute the award of attorney's fees to private parties. 3° 124. 8 U.S.C. § 1532(e), (e)(1).
Idt. § 1532(e)(2).
Id. § 1534(e)(3)(F)(i)(I)-(II).
127. Id. § 1534(e)(3)(F)(ii)(I)-(II). While the special attorney with access to classified information is only given to lawful permanent residents, all individuals before the ATRC have a right to be represented by publicly provided counsel. Id. § 1534(c)(1). attorney-client interaction. The ALJ appointed to conduct the hearing should be given the opportunity to evaluate and monitor the advocate's representation of his client. On review, Article III judges would have the record before them to evaluate the effectiveness of the attorney's advocacy. Judicial review would thus create incentives both for the compensatory counsels to zealously protect the interests of their clients, and for government-paid administrative judges to remain neutral. But the real responsibility for protecting Americans' constitutional liberties lies with Congress. There are several reasons for Congress to err on the side of granting procedural protections for deprivations of liberty based on watchlists. This Note demonstrates that it is possible for the government to devise procedures that protect the nation's security while protecting individual liberties at the same time. Because extra procedural protections occur after the revocation or suspension of the transportation-sector activity that has resulted in the threat assessment, the commitment to civil liberties and constitutionality does not conflict with the government's primary interest in security. And finally, members of Congress, no less than federal judges, have an obligation to protect and uphold the Constitution.
While this Note has focused on the transportation security context, the proposed process offers a useful model for other watchlists, as well as other cases in which the government does not wish to disclose classified or sensitive information to suspected terrorists. As technology improves and homeland security remains a pressing concern, the use of watchlists will continue to expand. With new intelligence-gathering and data-mining programs, the federal government has access to vast quantities of information about Americans on which to make security determinations. With the REAL ID Act, Congress has taken a step toward requiring uniform identification cards for all Americans. With the Registered Traveler, US-Visit, and TWIC programs, the government has demonstrated the capability of combining biometric identification cards with terrorist watchlists. It is not hard to imagine a world in which Americans have their names checked against a watchlist before swiping a Metrocard, entering an office building, or taking money from an ATM machine. In the face of such potentially troubling developments, members of Congress should act now to provide Americans adversely affected by terrorist watchlists with meaningful due process. Otherwise, as Senator Kennedy and Representative Young can attest, they may not make their next flights home from Washington.
